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ABSTRACT

Digital Terrestrial Trunked Radio System - (TETRA) is a professional system
standardized by the European Telecommunications Standards Institute (ETSI). In this
paper, TETRA technology — an open and inter-operable platform intended in particular to
ensure the communications needs of the public safety services in order to ensure order
and public safety (Public Saftey Sector-PSS) and prompt response to disasters (Public
Protection and Disaster Relief -PPDR). Also the telecommunications industry worldwide
has recognized the opportunity and perspectives which standard Tetra offers as a high
quality solution for unified communications to different entities.
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INTRODUCTION

Any emergency situation management is generally a common and continue process
involving persons or communities, in order to avoid or diminish the effects of an eventual
disaster impact [1].

The public security which complies with a series of tasks implies with a higher need of
telecommunication services, especially during the move condition [2].
Some of these services challenges are:

- in case of disaster — providing the communication over a wide area along with the
unitary communications between the different entities (police, fire, rescue) it is necessary;

- car crash in highways/tunnels — in which, because of the large number of traffic
communication applications, the public mobile phone services are overstretched, thus
relaying/blocking a rapid response from the various emergency crews;

- the intervention for restoring the public order — inquires special operations undergoing
the necessity of protected and encrypted communications from the security forces.

Over the world, regarding the majority of public safety and security structures, the
communication is vital. So, in the last years, the communications between these structures
have demanded services well above the conventional radio network capacity used.
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Thereupon, removing the conventional, analogic systems in favour of digital radio
networks demands a complex process, throw technical and commercial aspects.

Although each country is characterised by its specific situation, some dispositions are
general:

- the solutions must have an open standard above the specific, individual solutions -
one of the standardization results is the equipment’s interoperability from
different manufacturers, thus being vital for the network users and operators.

- the use of trunked digital radio systems (Terapol, Tetra): by comparison with the
parallel systems, the trunked digital systems offers a series of advantages (a better
signal propagation and use of frequency spectrum, an increased resistance at the
interface, its suitable for the integrating of various type of information, with the
possibility of being efficient encrypted.

- the achievement of national professional radio networks, in which the network
infrastructure (the commutation centres, official stations) is available for a large
number of users. Each user works normally in his own virtual network and
connects with other ones, along with other entities, if it is necessary.

TRUNKED DIGITAL NETWORK

Two technologies for the emergency situations communication systems are available in
the EU: TETRAPOL and TETRA

TETRAPOL communication system

Born in France from the agreement between the French Gendarmerie and The National
Guard Company Matra Communications [3]. This technology is responsible for the
national public safety communication network in France.

The Tetrapol wasn’t adopted by ETSI (The European Institute for the
Telecommunication Standards), but different companies reunited and gave born to a
forum for the technology development, where specification according to the ETSI
standards were elaborated, in order to disseminate technic information [3].

The Tetrapol system is worldwide known and represents one of the digital radio options
for the military or public security. In according with the Tetrapol forum, 83 Tetrapol
network are available worldwide, that means 850000 radio equipment’s are serving 460
million people in an area of 11000000 km? [3].

Technical specifications

The Tetrapol system uses the Frequency Division Multiple Access technology (FMDA),
with a narrow band channel, of 12.5 kHz AND Gaussian minimum shift keying
modulation (GMSK), in the frequency range 70 — 520 MHz [1]. In Europe, Tetrapol is
present in the 380 — 400 MHz band for the channels of the public safety and military
services for national security. Thus, the Ultra High Frequency band (UHF), with a 10 kHz
or 12.5 kHz and a distance of 5 MHz in the duplex module is used. The Tetrapol base
stations are connected to the fixe public network, the mobile one or the IP one.
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The scheme of a Tetrapol network is presented in figure 1.

It can be noticed the interoperability of the Tetrapol network with the IP interfaces
available for each network unit. So, by integrating a Tetrapol network, it must be adopted
the mechanism for sharing the logic channels into the IP platform and between the
network units.

Radio Terminal Base Stafion Radio Switch PABX x.25 ISDN

- <) (((< ))))

Base Station simulaior ‘ g

PSTN
Network PON
Manogement Centre »

X.400 MTA

6 YE‘?&APOlor er PMR systems "

<=
Stand Alone Dispatch Position
uils
P i_.. e

Key Management center

Figure 1 The generic scheme of a Tetrapol network [3]

The Tetrapol system complies with the PMR (Professional Mobile Radio) requirements
and ensures an efficient radio coverage among the costs for the large networks, extended
in densely populated or inaccessible areas. It offers an infrastructure capable of
interconnecting national in cross border multinationals.

Conceived as a national technology, TETRAPOL offers the possibility of a multi-source
acquisition using the TETRAPOL forum, which allows free access to patents for the
worldwide scientists, ensuring full interoperability of products from different sources.

The TETRA communication system

One of the most spread digital radio system is TETRA (Terrestrial Trunked Radio). This
standard was approved and defined by The European Telecommunication Standards
Institute (ETSI), as being the only European official standard for professional radio
communication (PMR).

It is a global standard for radio communication in the same manner that GSM is the
standard for the mobile phones. It provides regular and professional cells services: group
communications, field workers management services (dispatching) and efficient data
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services. It is a unique combination of group vocal communication services, mobile phone
and data services, but special conceived for the authorities use.

In a TETRA trunked radiophone system, the radio channels are centralised and the system
automatically assigns channels available to users, at the beginning of each call. The
assigns from a common synoptic table are called trunking and the systems providing this
assign method are therefore trunked. TETRA uses the TMDA digital technology (Time
Division Multiple Access).

A TETRA channel width of 25 kHz takes four temporal slots or communication channels
figure 2.

The analogic systems are based on the frequency modulation and a channel takes a 12.5
kHz or 25 kHz width band. Consequently, TETRA is two to four times more efficient
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Figure 2 The TMDA communication for TETRA [4]
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TETRA acknowledge three frequency bands. In Europe, the 380-400 kHz band is only for
the security problems and public safety, the 410-430 MHZ band for the professional radio
communication systems. Outside Europe, the 800 MHz band id the chosen one for the
TETRA system [5].

The TETRA standard (first version) was the first standard known as open-system for the
professional radio communication. It was developed by the European Telecommunication
Standard Institute (ETSI) along with the user organizations, in order to establish their well
functionality and rapidly adopted by the national administrations. The efforts for the
standardization are continued by achieving new characteristics, like the interconnecting
possibility with mobile communication standards, like GSM, GPRS and UMTS. Beside
standards for the network elements, another TETRA services and facilities are
standardized .Among these, the most important are:

Advanced and fast dialling services - unencrypted and encrypted
Individual calls - unencrypted and encrypted

Fast service data - unencrypted and encrypted

Packet data services - unencrypted and encrypted

The first version of the TETRA system (voice + data) provides a comprehensive portfolio
of services and facilities, but the increased demands of the users lead to the technology
evolution. Important events from the telecommunication industry among changes of the
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market needs allowed a large number of services and facilities to be standardized, thus
being included into the second version of the TETRA system.

The new services permitted:

The TMO coverage expansion (Trunked Mode Operation)

The AMR vocal codec (Adaptive Multiple Rate)

The MELPe advanced vocal codec (Mixed Excitation Liner Predictive)
The TEDS advanced data services (TETRA Enhanced Data Service)

The TETRA radio networks can allow IP-over-TETRA and it is realized by the IP
gateway, available in most TETRA systems. This gateway allows the data and status
messages exchange between a TETRA terminal and a gadget app connected to the IP
network. Also, data packets are available on some TETRA systems, which allows the IP
data exchange between a gadget app connected to the TETRA terminal and a ruling app
on a server from Intranet [6,7,8.]. An IP-over-TETRA alternative is using WAP (wireless
Application Protocol) on TETRA terminals. A TETRA-over-IP system network topology
is very flexible. Basically, any topology is supported, including star-type topology, mesh
topology, ring topology and a combination thereof. It's just a matter of setting links and
routers in order to achieve the required topology. In most cases, a combination of these
topologies is the best choice.

TETRA-over-IP offers several advantages. One of the most important advantages is that
IP is used to connect all elements in a TETRA network. TETRA-over-IP thus provides a
single architecture for multiple purposes figure 3.
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Figure 3 Tetra over IP (source - Mobile Broadband Communications for Public Safety-© 2015
John Wiley & Sons, Ltd)
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INTEROPERABILITY FOR TETRA OPEN MARKET

TETRA is an open standard for digital PMR who created the foundations for markets with
several providers and introduces TETRA products of several manufacturers.

The aim is to ensure interoperability can use TETRA products - mainly of TETRA
terminals - on any network from any vendor and to facilitate the flow of critical
information. This will improve the timeliness and accuracy by reducing circuit necessary
duration of communication possible causes of interruption, and reducing the number of
people who may commit errors.

In Europe, standardization is the key word for almost all international activities closely
related to public safety communications. Internationally and technically there are three
main initiatives used to address communication:

e Police: police cooperation Schengen

e Standardization institutions: European Telecommunications Standards Institute
(ESTI)

e Institutions supporting European standard (TETRA MoU)

Interoperability between different networks and terminals traders is of great importance in
building large shared network. This allows increased flexibility and price products user
companies. To ensure interoperability, a neutral party interoperability tests and certificates
are awarded according interoperability profiles, as defined by Tetra MoU.

The technological development of the Tetra system contain: standardization,
interoperability tests Tetra MoU, manufacturing, final testing interoperability figure 4.
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Figure 4 Tetra system technological developments [9]

TETRASYSTEM - IMPLEMENTATION

TETRA is the only European standard for radio, and with this system, public safety
agencies have a wide range of communications and new operational opportunities.
TETRA provides secure voice and data transmission, communications allow coalition all
public safety agencies in a single system and also connects to telecommunication
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networksIn addition to the transfer of voice data can be transmitted simultaneously. Also,
TETRA can transmit fingerprints and photographs of wanted persons by mobile
terminals.

Tetra system is implemented not only in Europe but in the United States, Canada,
Australia, New Zealand and in many countries in Asia and Africa. [ 10,11,12]

In Europe figure 5 Tetra networks are implemented: Italy, Ireland, Poland, Greece,
Bulgaria, Portugal, Slovenia, Romania, Lithuania, Vatican State, Island (reteua IRJA),
Finland (VIVRE), Hungary (Pro-M), Sweden (Rakel), Norway (Nodnett), Belgium
(AATRID), Denmark(TetraNet), Austria (Digitalfunk), Netherlands(C2000) Germany
(Bos Digitalfunk).
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Figure 5 Tetra networks in Europe [10]

Tetra applications in Romania

In Romania, mobile radio communications infrastructure is managed by the Special
Telecommunications Service [www.sts.ro] and consists mainly in digital radio
communication systems professional TETRA, TETRAPOL and local networks
conventional infrastructure which provide voice and data mobility for state authorities.

Romania network coverage Tetra (red) is shown in figure 6.
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Figure 6 Romania network coverage Tetra [13]

Main applications are developed on this infrastructure:

U Intelligent management and control of urban traffic in Bucharest [14]
Components "Intelligent Transportation System™ are:

-subsystem Urban Traffic Control(UTC)
-subsystem Public Transport management (PTM)
-subsystem Closed-Circuit television (CCTV)

They are complemented by the Control Center, which get information from all three
subsystems and managed to obtain data on traffic and prioritize its needs.

U Operating System in emergency management

This system was implemented as a result of the need to ensure radio voice services and
data to the emergencies. Its primary objective is to develop comprehensive services for
state authorities in charge of managing events and emergencies like 112 and eCall
[15,16,17], including in areas where there is currently no telecommunications services
offered by other operators.

U Radio system operable to public authorities

Common platform TETRA belongs to the following authorities: Ministry of Interior
(Police Romanian, Border Police, General Inspectorate for Emergency Situations,
SMURD, Romanian Gendarmerie), Romanian Intelligence Service, Ministry of Health
(Ambulance), Ministry of Finance (National Agency for Tax Administration, Ministry of
Defense, Service Protection and Guard and other authorities under the supervision or
control of the Government;
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U Integrated System for Border Security of Romania

TETRA technology has been adopted in the Schengen Convention as the standard for
communication systems for law enforcement authorities, including police, in all European
countries. Since this technology is planned in border security, it was made a national
consensus on the development of common platforms. It will also provide mobile radio
communications requirements of all institutions of defense systems and authorities with
responsibilities in citizen safety.

TETRA common platform provide services required by the authorities. This is service
support secure voice and data services database query national and Schengen Information
System.

Romania has complied with commitments made in the negotiations with the European
Union. Border security project involved the purchase, installation and integration of
modern surveillance systems in order to obtain modern command and control centers for
the provision of over 180 operating locations of the border police. It made such an
efficient and systematic control and continuous surveillance of the border, especially in
sectors that will be the European Union's external borders. The project provides and
expand and develop IT and communication infrastructure necessary for cooperation
between all institutions and competent authorities at the border and with neighboring
countries (Hungary, Bulgaria, Moldova) principle figure 7.
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Figure 7 Model of Cross Border Cooperation [2]

This scenario involves various nations or regions border geo-political and national
authoritiesThey are usually equipped with communication systems based on different
standards or operating in different frequencies. In this scenario, interoperability issues is
the main challenge, while traffic capacity is well planned.

Figure 8 present counties covered by the Phare or Integrated Border Security System
(IBSS) who have made investments in the development of Tetra. The system is completed
today.
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Figure 8 - Counties covered by the Phare or Integrated Border Security System

O Alert system in case of earthquake

Earthquakes are a major natural disaster. An early warning system was developed in
Romania to launch a warning in advance of 25-35 seconds (Bucharest city), in case of
earthquakes with magnitude above 6.5 (Figure 9). To reduce the losses caused by
earthquakes is very important to use advanced technologies. Earthquake Early Warning
System will enable natural and avoid economic losses in emergencies caused by
earthquakes. Information is the key point in the management of disasters and the Internet
is one of the most commonly used tools, and with reduced costs [18]. To send warning
signals to local authorities and civil protection units uses TETRA system.

Compared with GSM, DECT system has the shortest transmission information figure 10.
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Figure 9 Wave propagation time [19] Figure10 Shortest transmission information

Such alarm systems are used before the arrival of the secondary wave, which leads to
improved reaction in case of an earthquake. All this information to alert transmitted using
secure systems between systems and users earthquake evaluation.

193



JOURNAL OF INFORMATION SYSTEMS & OPERATIONS MANAGEMENT

CONCLUSIONS

Digital Terrestrial Trunked Radio System - (TETRA) was introduced as the first open
standard for professional mobile radio equipment. Tetra was adopted in the European area
as a cross-border system and consequently, some states have used this technology in the
European Union - accession to Schengen chapter. Tetra is an inter-operable coverage
system with a fast response speed and a high degree of availability and security of
communications. Studies from the National Institute of Research and Development for
Earth's Physics showed that Tetra platform can be used also as an early warning system in
case of earthquakes.
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